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Introduction
 	The economic success of the United States relies upon the enforced national infrastructure protection plan. The plan protects the critical infrastructure across the country which is the backbone of United States’ economic vitality, security, and public health. Furthermore, the economic activities of the American society are underpinned by the critical infrastructure that includes networks, systems, and assets. Therefore, the National Infrastructure Protection Plan (NIPP) aims at enhancing critical infrastructure security in the United States of America. 
The functions of the National Infrastructure Protection Plan and Critical Infrastructure Security
	The National Infrastructure Protection Plan (NIPP) establishes a detailed framework for managing risk. Additionally, the NIPP states duties and responsibilities assigned to the Federal Sector-Specific Agencies (SSAs), the Department of Homeland Security and other such establishments at the state, federal, local, private and tribal sector security partners level as regards the protection of critical infrastructure (NIPP, 2013). The risk management framework is the cornerstone of the NIPP. The framework develops the appropriate processes for combining vital information regarding vulnerability, threats, and consequences of any attack. This information enables the NIPP to come up with a rationale as well as a comprehensive and systematic assessment of national risk. The NIPP offers the coordinated strategy to be adopted in setting national goals, requirements, and priorities for protecting the infrastructure across the nation. The latterly stated move ensures finance and other resources set aside for the country’s infrastructure are used in the most effective way to achieve the set target.
Therefore, the approaches previously discussed enable the National Infrastructure Protection Plan to perform its various functions, that is, effectively guarding and enhancing the continuity of the United States critical infrastructure (NIPP, 2006). With that regard, first, the NIPP is responsible for building a nation which is more resilient and secure for the citizens. The NIPP achieves this goal through enhancing the protection of the country’s vital infrastructure system as well as other major resources. Secondly, the NIPP has a duty to deter, prevent, and mitigate or neutralize the impact of terrorists’ deliberate efforts to incapacitate, destroy or exploit the US. Finally, the NIPP is responsible for strengthening and preparing the nation for any possible terror attack. Such preparations ensure that the country does not suffer massive economic losses in the event of any such attacks. Also, the NIPP has a mandate to facilitate timely responses to any attacks, natural disasters and other sorts of emergencies that the US may face, thus ensuring that the nation recovers gracefully and with minimal negative impacts associated with the previously stated incidents. 
However, performing the functions of the NIPP is not easy. Therefore, the NIPP has established a framework that guides its activities (Auerswald et al., 2005). First, the NIPP sets objectives and goals to offer guidance for the duties they are expected to perform to prevent the spending of the financial resources allocated on irrelevant activities. Secondly, the NIPP identifies critical networks, systems, and assets that need to be protected. This move ensures the NIPP will not waste both its time and resources protecting the wrong infrastructure. Thirdly, the NIPP assesses the risks, threats, vulnerability, and consequences to enable the establishment of appropriate preparation to deal with the same. As a result, the NIPP is able to allocate enough resources to a certain risk depending on its level of threat, vulnerability, and consequences. Fourthly, the NIPP prioritizes risks depending on the possibility of occurring and the degree of damage likely to be caused. Consequently, NIPP allocates resources to risks based on their priority. Then, NIPP implements their program in the fifth step of the framework guiding its functions and he laid down procedure is used to protect the country's critical infrastructure from risk. Finally, NIPP measures the effectiveness of the adopted protection strategies to determine the ones that should be maintained and those that require alteration.
Importance of Understanding and Creating Protocol for Insider Threats by Companies
	Recently, research conducted on security studies indicated that the major security risk faced by information assets of organizations across the globe is posed by an insider. According to Sugata (2010), approximately 70% of threats faced by both network-based infrastructure and a network of an organization come from within it. Many corporations invest heavily in both monetary and computational resources to protect their network against any malicious attack from outsiders. However, such companies either fail to focus on threats posed by insiders or forget them. Insiders can either exceed or advertently abuse the permitted access to the information system of the company. They can change or ultimately steal sensitive company information to be used for malicious goals or individual financial gain. Mostly, insider threats are a popular trend particularly targeting government agencies and private institutions for IT sabotage and financial gain (Barrios, 2013). Therefore, companies need to create a protocol for insider threats to deal with the current trends, explained above, to mitigate malicious exploitation that may cost them a lot of resources.
Organizations can create a protocol for insider threats through adopting various strategies like implementing an access control strategy to limit the number of people from within the organization accessing the company’s sensitive data and resources. For instance, the organization can implement security features such as biometrics, keycards, and locks. Besides, the company can implement 24hours surveillance. For example, a corporation can use CCTV cameras and motion sensors to monitor employee activities. Creating such protocols reduces the threats posed by insiders and enhances the organizations’ information security.
Potential of Terrorism and the Measures to be adopted by the U.S. 
The most memorable terror attack which occurred in the US happened in Pennsylvania on September 11, 2001, especially considering that it caused massive destruction to property and loss of lives. In most attacks, terrorists tend to employ violent acts like bombing public places, beheadings, setting buildings on fire, and the downing of commercial airlines (Bueno de Mesquita, 2005). These incidences leave the audience of the same shocked and traumatized. The horrific and unexpected terror attacks on the US and other parts of the world, are likely to make Americans feel at risk despite the minimal possibility of becoming victims of such terror incidents (Mueller, 2006). As a result, the United States of America started a war against terror groups. Implementation of appropriate measures will enable the United States to address the issue of terrorists both locally and internationally. 
 The US government can deal with terrorism through implementing two main types of measures, that is, taking defensive or proactive approaches to the same. In the defensive countermeasures, the U.S government can protect both local and international residents against terror attacks by making attacks expensive for terror groups or minimizing their possibility of success. In cases where terrorists succeed to attack, implementation of defensive actions will minimize losses suffered by the victims (Bandyopadhyay & Sandler, 2011). Generally, defensive approaches have been reactive when they are instituted after some innovative or successful incidents of terror attacks. For instance, airline passengers in the U.S. are now instructed to remove their shoes during screening. On the other hand, the government can adopt proactive measures to protect individuals against terror attacks. In this strategy, the government confronts both the terror group and their supporters directly. Moreover, the government can make a step further to destroy crucial resources of the terrorists such as the training camps, freeze their bank accounts, finances, burn their vehicles and capture and kill their followers, particularly their leaders. For instance, the Obama’s government targeted and assassinated both operatives and terrorist leaders. 
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